Abstract-This work studies the use of relay selection in reducing the capability of a hidden eavesdropper to intercept the confidential message transmitted between information source and legitimate receiver. Specifically, an improved version of the suboptimal selection with jamming scheme (SSJ) is proposed. To achieve a secure transmission system, we propose the choice of best relay node that will forward the confidential message only when the link quality of the selected relay terminal meets some predefined thresholds and the signal is transmitted with low power. The simulation results show that our proposed scheme can significantly improve the system performance in term of average secrecy throughput and intercept probability.
I. INTRODUCTION
Due to the inherent nature of wireless medium, openness and broadcast, all users within the coverage area will have equal opportunities to overhear the transmitting messages. Privacy and nonrepudiation of transmitted signal against unlawful access by an unauthorized user have become two important issues, which had received enormous attentions in recent years. The information transmitted over the wireless medium is prone to attack and signal interception from malicious users [1] . Conventionally, cryptography approach is used to address the security challenges at the upper layer of the protocol stack. However, due to difficulties and vulnerabilities associated with secret key distribution and complex algorithm involved in the key distribution and management, cryptography method cannot provide perfect secrecy in wireless networks [2] . Recently, the uses of coding and signal processing techniques were explored as new paradigm to ensure information secrecy at the physical layer since these approaches do not require the exchange of secret keys. The notion of perfect secrecy was first introduced by Shannon [3] and later extended to Gaussian wire-tap channel by Wyner [4] , which introduced the notion of secrecy capacity. Secrecy capacity is defined as the rate at which transmitter can reliably communicate a secret message with legitimate receiver without eavesdropper being able to decode the Manuscript received February 19, 2016 ; revised June 22, 2016 . Corresponding author email: lolawoyin@bupt.edu.cn. doi:10.12720/jcm.11.6.592-597 message. Wyner also proved that reliable data transmission at non-zero rate can be achieved provided that the capacity of main channel is larger than the capacity of eavesdropper's channel. Recently, there has been an increased interest about the physical layer security for various wireless systems and various techniques have been proposed to enhance the security [5] - [22] .
The authors in [5] examined the secrecy capacity of Gaussian wiretap channel aided by cooperative jammer while [6] discussed the physical-layer secrecy for OFDM transmission over fading channels. The application of artificial noise (AN) was presented by [7] - [8] , where the AN was projected towards the null space of the main channel. In their work, it was shown that positive secrecy is achievable in broadcast wireless system even if the eavesdropper has zero noise power at it received terminal.
Aggarwal et al. in [9] proposed the friendly jammer technique. They showed that the performance of incorporating friendly noise is better than the traditional cooperative jamming technique. The use of joint cooperative techniques to ensure information secrecy in cognitive system was discussed in [10] while the authors in [11] , [12] discussed the cooperative relaying and power allocation in wireless networks, respectively.
Cooperative Communication (CC) and artificial noise (AN) have been adjudged as the best techniques to ensure information secrecy in wireless networks. In CC technique, external relay nodes are employed to enhance information secrecy either by forwarding the information signal to the main channel so as to enhance its channel quality [13] or by relaying the AN to eavesdropper channel in order to reduce its channel capacity [14] . The application of beamforming (BF) and precoding were proposed in [15] , [16] . Long et al. in [15] showed that distributed precoding through multiple relay nodes can be used to enhance the received signal power at the destination and to mitigate the signal leakage to eavesdropper. Qiang et al. in [16] introduced robust cooperation between BF and AN where multiple multiantenna relays collaboratively amplify-and-forward (AF) the information signal from a single antenna source to a single receiver in the presence of multiple eavesdroppers.
The concept of relay selection in secrecy enhancement was discussed in [17] - [20] . Krikidis I et al. in [17] proposed the use of three main relay selection techniques which are conventional selection (CS), optimal selection (OS) and suboptimal selection (SS). In their work, the best relay is used to forward information signal while the worst relay is used to forward AN. Application of relay nodes in two-phase communication system was introduced by [18] which proposed the use of three relays over the information transmission which consists of twophase dual-hop communication. In the first phase, one relay is used to broadcast AN and during the second phase, the other two relays are used in such a way that one of the relays will operate as a conventional relay to help improve the main receiver channel by using decodeforward protocol (DF), and the other relay behaves as jammer to confuse the eavesdropper. The relay selection for secure backscatter wireless communication was discussed in [19] . In [20] , the secrecy performance under different diversity techniques were considered. The relay selection for dual-hop networks under security constraints with multiple eavesdroppers was presented in [21] where the authors considered the reduction in overheard information at eavesdropper by choosing the relay having lowest instantaneous signal-to-noise ratio (SNR) to them. In [22] , the authors analyzed the tradeoff between the security and reliability in the presence of eavesdropper. They characterized the Security-Reliability Trade off (SRT) of conventional direct transmission from source to the main receiver in the presence of eavesdropper. In general, the use of relay selection in association with AN and BF techniques employed the application of principle of orthogonality, the AN signal is transmitted in all direction but towards the range space of the main receiver while the information signal is beamformed toward the main channel. By doing so, this will prevent the main receiver from receiving the AN, hence will improve the overall system secrecy.
In this work, using SSJ (Suboptimal Selection with Jamming) scheme as a bench mark as presented in [17] , we propose an improvement to this technique (ISSJ). We employ the use of relay node that will forward the confidential message only when the link quality of the selected relay node meets some predefined thresholds and then the signal is transmitted with low power. The simulation results show that our proposed scheme can significantly improve the secrecy throughput and intercept probability.
The remaining part of this work is organized as follows. In Section II, the system model is presented while the proposed scheme is discussed in Section III. The simulation results to validate our proposed scheme are presented in Section IV while the paper is concluded in Section V.
II. SYSTEM MODEL Consider a two-hop wireless system model as shown in Fig. 1 
where 2 max P   . This is also true for Bob and Eve when they are decoding the relayed signals from the chosen relay terminal. Note that the unit of R is bits per code symbol, so there is no need for the 1/2 coefficient to account for the two-phase half-duplex transmission.
Prior to the message transmission phases is the training period when the nodes estimate the channel coefficients. The channel estimation is based on the training sequences III. PROPOSED SCHEME In order to achieve information secrecy by protecting the confidential codeword from being decoded by Eve in a multi-relay system, several methods have been proposed in literature [17] . Among them, the most simple and practical one might be the SSJ proposed since it does not require the instantaneous CSI about Eve nor the cooperation between relay nodes. In SSJ, the relay node with best channel quality is selected among the relays as the forwarding node, also another relay with worst channel quality is chosen as the jamming node. Let f and j denote, respectively, the index of forwarding and jamming relay node. The f and j are chosen as 
and then the f-th relay node will forward the decoded signal x and the j-th relay node will broadcast a jamming signal or artificial noise. However, the secrecy performance of SSJ is relatively poorer compared with the other schemes which rely on the CSI of Eve (see Fig. 3, Fig. 4 of [17] for example). So in this paper, an improved version of SSJ, namely ISSJ (Improved SSJ), is proposed.
In ISSJ, the forwarding node and the jamming node are selected using (3) and (4), respectively. However, Alice will send confidential messages only under the condition:
and with code rate given by
The transmit power of jamming node is max P . The transmit power of forwarding node is given by
The proposed scheme can be summarized as follows: 1) Based on the CSI, the "forwarding" and "jamming" nodes are selected according to (3) and (4). 2) If condition (5) is met, then during the first data transmission phase, Alice transmit confidential message with code rate given by (6). 3) During the second phase, node f will forward the message with power given by (7) and node j will broadcast AN with full power. The signals received by forwarding relay node, Bob and Eve are given by
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where f n , b n and e n are respectively, the noise at forwarding node, Bob and Eve, w is the artificial noise sent by jamming node. f n , b n , e n and w are independent zero mean complex Gaussian variables. 
Let X and Y denote, respectively, the left hand side (LHS) and the right hand side (RHS) of (13) . Under the condition of (5) Fig. 2 shows an example of the probability density of X and Y which is, respectively, the LHS and RHS of (13) . Since X and Y represent the channel quality of the main link and the eavesdropper channel, from the figure it can be seen that the proposed scheme can significantly improve the main channel quality and degrade the wiretap channel.
The secrecy performance in terms of average secrecy throughput as defined in (16) and the intercept probability as defined in (17) are shown in Fig. 3-Fig. 4 where the threshold is set as th   . . It can be observed that the secrecy throughput is marginally improved as the SNR increases while intercept probability decreases considerably as SNR increases. It is worth noting that under condition (5), the code rate R defined in (6) 1/ 1
which is approximately equal to  . However, the LHS (i.e. X) of (13) leading to the increases of the RHS of (13) . This is the reason that secrecy performance increases with the increase of M. However, by comparing Fig. 4 with Fig. 3 we can see that the secrecy performance is less sensitive to the number of relays. 
V. CONCLUSIONS
In this paper, we proposed an improved scheme for the secure transmission of confidential messages via two-hop half-duplex multi-relay system. It can be observed that by setting the condition for transmitting confidential message properly, the difference of the link quality of the main channel and of the eavesdropper channel can be made to sufficiently large and hence leading to a significant enhancement in wireless system security.
